Foreword
Suppose you forget everything in this foreword. I want you not forget the immediate
paragraph below.
Neither the existence of national laws nor the prevalence of customs can
ever justify the abuse, attacks, torture, and killings that gay, lesbian, bisexual,
transgender, sex workers, men who have sex with men, persons who inject and
use drugs, persons, are subjected to because of who they are or are perceived
to be. Because of the stigma attached to sexual orientation and gender identity
issues, violence against key populations is frequently unreported, undocumented,
and ultimately unpunished. Rarely does it provoke public debate and outrage.
This shameful silence is the ultimate rejection of the fundamental principle of
universality of rights. Period!
Living in Uganda as a member of the key populations is very challenging. Every
day – when you are LGBTI, a sex worker, a person living with HIV, a person who
inject and use drugs in Uganda, you live in fear of being attacked, stigmatised,
and killed in the worst-case scenario. Just for being who you are. Very sad.
For one, I remember the threats I received from my family and friends the day Red
Pepper – a Ugandan tabloid, ran my photo on the front page identifying me as
gay. That was the start of all troubles I have faced as an advocate. Nonetheless,
this inspired me to do more and stand up for those who can’t speak for themselves
– be their voice and unite them into one shared community. And that’s where the
vision of the Uganda Key Populations Consortium (UKPC) lies – relentless service
to our community.
The UKPC slogan is, “We are the community”, is a powerful statement because
it reminds us that we can’t be where we want to be without putting our members
first. Our priority is to ensure that all our members are safe, have access to
opportunities, and realise their potential.
Recognising the security, safety and protection challenges facing KP health
programming and service delivery in Uganda, this Safety and Security Assessment
Report is vital. Over the recent years, the local and international community has
become more aware of the situation of the LGBTI, sex workers, men who have sex
with men, persons who inject and use drugs community as a whole, especially in
low developing countries like Uganda.

The argument that these key populations are not asking for any specific rights
instead of rights considered universal and therefore indivisible and inalienable
to any human being is slowly gaining ground.
I want to thank the researchers and authors of this report. Russell Amstrong and
my close friend Mulshid Eleas Muwonge Jr. The work you two have done will
create change. Mwebale, Asante, thank you!
I would also like to thank the Global Fund, CRG – who supported the community
engagement and provided support towards our consultants in designing the
entire framework of the report. Great thanks to UHAI EASHRI, who contributed to
the design and printing of this report. Your continued support to key populations
programs in Uganda and the world remains appreciated.
To our donors and partners, we reiterate that no key population-focused
advocate or organisation will work effectively if they are always in constant fear.
Prioritisation of safety and security is crucial to advancing holistic access to and
providing lifeline services to key populations at risk. I hope that everything in
this report makes you change your mind and put security as one of your top
priorities.

Have an excellent read!

Richard S. Lusimbo

Founder & National Coordinator
Uganda Key Populations Consortium.

About the Uganda Key
Populations Consortium
The Uganda Key Population Consortium
(UKPC) was formed on 19th July 2018
at Mulago Referral Hospital, Kampala,
with a primary aim to bring together
representatives of Key Populations (KPs) to
collectively define and advocate for issues
of common concern, including response
to shrinking resources and space for key
population-led organisations. UKPC serves
as an advocacy platform coordinating
strategic action and supporting systems
and structure strengthening for all members.

The UKPC’s membership is comprised of
national key population CSO networks in
Uganda, specifically, the Uganda Harm
Reduction Network (UHRN), Sexual Minorities
Uganda (SMUG), Uganda Network for Sex
Workers Organisations (UNESO), Tranz
Network Uganda (TNU) and other key
population organisations that may not
necessarily be part of those networks. UKPC
also engages with global health and human
rights organisations that act in solidarity
in designing and implementing our policy
agenda.

Vision

A Uganda where Key Populations have
secured full realisation of their health
and human rights, as evidenced by
the legal and policy framework.

Mission

A united community of
empowered key populations in
Uganda demanding their human
rights

Our values

Diversity:

UKPC respects and values all
individuals and recognises
that understanding and
appreciating the diversity of
KPs will result in more effective
actions

Empowerment:

We understand
empowerment as the
process of becoming
stronger and more confident,
especially in controlling one’s
life and claiming one’s rights.

Participation:

Accountability:
UKPC emphasises
accountability at various
levels, including to its
members, to its partners
and for the effective use of
all resources entrusted to
the consortium

UKPC values the involvement of all its members and believes in the mportance of
active, informed and voluntary participation of people in decision-making and
their communities’ lives.
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Executive
Summary
In 2019, the Ministry of Health in
Uganda led a multi-stakeholder
process to develop a five-year
comprehensive plan to address
human rights and equity barriers to
HIV, TB and malaria services.
The plan,

contains,

among

its

different

components, severl strategic level
interventions to scale up and sustain
efforts to remove barriers to health
services for people living with HIV,
TB and other key and vulnerable
populations.
Providing HIV and TB services to key
and vulnerable populations is not
without risks, bearing in mind, for
example, the potential stigma and
discrimination.
Additional safety
and security challenges can arise in
the context of health emergencies
as when, for example, governments
are required to implement stringent
public health measures in response
to the COVID-19 pandemic
In order to strengthen HIV and
TB services, and the key and
vulnerable populations that rely

8

on them, the Global Fund, through
the Community, Rights and Gender
(CRG) Division, requested that a
situational assessment be done
of safety and security risks, and
of current efforts to mitigate and
respond to these risks, prioritising
HIV and TB programmes benefiting
key and vulnerable populations. The
assessment’s results are intended to
guide the Global Fund and other
partners on how to contribute,
where needed, to improving the
safety and security of workplaces,
staff, volunteers and service users.
The assessment was undertaken
over the period February-April 2020
by two independent consultants
engaged through the Global
Fund. Its design was based on the
Frontline AIDS/Linkages Safety and
Security Toolkit: Strengthening the
Implementation of HIV Programs
for and with Key Populations. Data
collection involved site visits for
visual inspections, completion of
safety and security checklists (a part
of the toolkit), group discussions
and key informant interviews, either
in person or by telephone. Twelve
organisations in Kampala and eight
others in other regions of the country
participated.
This report presents the findings of
the analysis. While it acknowledges
the contributions and commitment
of individuals and organisations that
provide critical health programmes

safety and security incidents is mostly
reactive and exposes individuals and
organisations to significant harms
and losses. This is despite the best
efforts of all concerned, including the
Global Fund, to minimise such harms.
The report concludes with a set of
recommendations to strengthen
safety and security capacities for
planning and prevention, emergency
or crisis response, for long-term
preparedness, and for creating and
sustaining safer environments.
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for key and vulnerable populations
in communities across Uganda, it
also identifies significant gaps for the
routine and systematic management
of safety and security risks. A number
of these gaps arise due to limits in
technical and operational capacities,
particularly the absence of focussed
investments in safety and security
policies, practices and systems.
The main contributor to this gap is
the absence of dedicated funding,
particularly within project or operating
grants, as most funders prioritise
programmatic results and seek to
limit support for indirect or other costs
not explicitly linked to these results.
This has meant that the response to

9

Recommendations
1. Improving Planning and Prevention
Immediate
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Ref
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Immediate to mid-term

Mid to long-term

Mid-term

Recommendation

Priority

Responsibility

1.1

As an interim measure, design and deliver safety and
security awareness workshops (one in Kampala, and
three outside of Kampala). COVID-19 preparedness
should also be an agenda item.

Immediate

UAC, MOH,
TASO, Global
Fund, UKPC,
UGANET, HRAPF,
UNAIDS

1.2

Linked to the workshop, design user-friendly
templates for undertaking rapid risk assessments,
developing interim security management plans,
and putting in place rapid response mechanisms/
protocols (the templates can be filled out at the
workshop).

Immediate

UAC, MOH,
TASO, Global
Fund, UKPC,
UGANET, HRAPF

1.3

Convene a national meeting of implementers
of temporary shelter programmes to undertake
a comprehensive risk assessment and to put in
place appropriate security management policies
and procedures. Provide technical support where
required to ensure that this work is completed within
three months. Where implementers are unable
to make appropriate changes, they should be
encouraged to suspend operations until gaps are
addressed.

Immediate

UAC, TASO,
Global Fund,
MOH, UKPC,
UGANET, HRAPF

1.4

Mobilise short term technical support to assist
organisations in addressing critical security gaps
(completion of comprehensive risk assessments,
security plans, SOPs, establishing rapid response
mechanisms, resource mobilisation, purchase and
installation of equipment).

Immediate

Global Fund,
PEPFAR, UNAIDS,
Frontline
AIDS, other TA
providers.

1.5

Design and roll-out a safety and security tool kit
containing user-friendly guidance documents,
assessment tools and adaptable templates to
encourage and support organisations to put in
place and maintain comprehensive safety and
security programmes. Provide incentives (onceoff funding awards, for example) for organisations
to use the toolkit and to address their safety and
security challenges.

Immediate to
mid-term

UKPC, UGANET,
UAC, MOH,
HRAPF, others to
mobilise funds.

1.6

Undertake advocacy interventions with funders to
include safety and security prevention requirements
as essential, non-negotiable components of
programme budgets and funding agreements.

1.7

Work with funders to include requirements for risk
assessments and risk mitigation plans for all funded
programmes. Where needed, funders may assist
applicants to source technical support to meet
such requirements.

Immediate to
mid-term

Mid-term

UKPC, UGANET,
MOH, UAC,
HRAPF, UNAIDS,
others.
UKPC, UGANET,
UAC, MOH,
HRAPF, UNAIDS,
others.

2. Improving Immediate or Emergency Response
Recommendation

Priority

Responsibility

2.1

Require that all organisations providing key
populations focussed health programmes put in
place local, organisation-specific rapid response
mechanisms to the best of their abilities. Provide
generic protocols or primers to assist organisations
where needed (linked to 5.1.I, 5.1.2, and 5.1.4 above).

Immediate

UAC, MOH,
TASO, Global
Fund, UKPC,
UGANET, HRAPF,
UNAIDS

2.2

Put in place a sector-wide contingency fund (or
revise the criteria for the existing fund) to support
rapid responses to security incidents involving
health programmes.

Immediate

Global Fund,
PEPFAR, UNAIDS,
UKPC, UGANET,
HRAPF

2.3

Expand the number of legal aid service providers
at district level outside of Kampala, prioritising
districts where there are significant concentrations
of implementers and/or a growing frequency of
security incidents.

2.4

Support organisations to plan for and maintain
their own contingency funds for responding to local
security incidents.

Immediate to
mid-term

Global Fund,
PEPFAR, UKPC,
UGANET, HRAPF

Provide additional technical and operational
resources for coordinating sector-wide rapid
response mechanisms.

Immediate to
mid-term

Global Fund,
PEPFAR, other
funders

2.5

Immediate to
mid-term

Global Fund,
UGANET, HRAPF

ASSESSMENT OF SAFETY AND SECURITY ARRANGEMENTS FOR HIV PROGRAMMES FOR KEY POPULATIONS IN UGANDA

Ref

11

3. Improving Longer-Term Preparedness
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12

Recommendation

Priority

Responsibility

3.1

Work with funders to include requirements for risk
assessments and risk mitigation plans for all funded
programmes. Where needed, funders may assist
applicants to source technical support to meet
such requirements.

3.2

Provide technical support for design, resource
mobilisation, installation and maintenance of
physical security measures, including gates, CCTV,
security alarms, armed response services, etc.

3.3

Work with funders and partners to create a
short-term safety and security investment fund
to accelerate the implementation of safety and
security strengthening interventions.

Mid-term

3.3

Scale-up and sustain high-level advocacy and
dialogues for greater protection and support of key
population health programmes.

Mid to longterm

Global Fund,
PEPFAR, UKPC,
MOH, UAC,
UGANET, HRAPF,
UNAIDS

3.3

Scale-up
and
sustain
advocacy
and
communications activities documenting and
drawing attention to safety and security risks and
concerns at national, regional and global levels.

Mid to longterm

UKPC, UGANET,
HRAPF, UNAIDS

Mid-term

Immediate to
mid-term

UKPC, UGANET,
MOH, UAC,
HRAPF, UNAIDS,
others.

Global Fund,
PEPFAR, other
funders.

Global Fund,
PEPFAR,
Aidsfonds
(PITCH), other
funders.

In 2019, with technical support from
the Health Economics and HIV/AIDS
Research Division (HEARD) of the
University of KwaZulu-Natal, Durban,
South Africa, the Ministry of Health
in Uganda led a multi-stakeholder
process to develop a five-year
comprehensive plan to address
human rights and equity barriers to
HIV, TB and malaria services1. The
plan,

includes among its many components
several strategic level interventions to
scale up and sustain efforts to remove
barriers to health services for people
living with HIV, TB and other key and
vulnerable populations2.
These interventions build on the
growing ’‘footprint’ of such efforts in
the country that are implemented
by a range of stakeholders,
including government, civil society
organisations (CSOs) and networks
of PLHIV, TB and other key population
communities. The Global Fund to
Fights AIDS, Tuberculosis and Malaria
(the Global Fund) is a major partner in
this work, along with others including
the Government of Uganda, the
United States President’s Emergency
Plan for AIDS Relief (PEPFAR), the
Joint United Nations Programme
on HIV/AIDS (UNAIDS) and other UN
agencies, and various other funders
and partners regionally and globally.

Providing HIV and TB services to key
and vulnerable populations is not
without risks, bearing in mind, for
example, the potential stigma and
discrimination.
Additional safety
and security challenges can arise in
the context of health emergencies
as when, for example, governments
are required to implement stringent
public health measures in response to
the COVID-19 pandemic. In order to
strengthen HIV and TB services, and
the key and vulnerable populations
that rely on them, the Global Fund,
through the Community, Rights and
Gender (CRG) Division, requested
that a situational assessment be
done of safety and security risks,
and of current efforts to mitigate and
respond to these risks, prioritising
HIV and TB programmes benefiting
key and vulnerable populations. The
assessment’s results are intended
to guide the Global Fund and other
partners on how to contribute, where
needed, to improving the safety
and security of workplaces, staff,
volunteers and service users.
To undertake the assessment, the CRG
Department engaged the technical
services of HEARD. The assessment
was conducted with local support
over the period February-May 2020.
This report presents the findings of
the analysis. While it acknowledges
the contributions and commitment
of individuals and organisations that
provide critical HIV and TB services
for key and vulnerable populations
in communities across Uganda, it
also identifies significant gaps for the
routine and systematic management
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of safety and security risks. A number
of these gaps arise because of
limits in technical and operational
capacities, particularly the absence
of focussed investments in safety
and security policies, practices and
systems. The main contributor to this
gap is the inconsistent prioritisation of
funding for this purpose, particularly
within project or operating grants, as
most funders prioritise programmatic
results and seek to limit support of
indirect or other costs (the category
within which a number of security
related costs are included).
This

has meant that the response to
safety and security incidents is
mostly reactive and may expose
individuals and organisations to
unanticipated harms or losses.
The report concludes with a set of
recommendations to strengthen
safety and security capacities for
planning and prevention, emergency
or crisis response, for long-term
preparedness, and for creating and
sustaining safer environments.

1
A comprehensive baseline assessment, supported by the Global Fund and conducted in 2018,
informed the development of the plan. See: https://www.theglobalfund.org/media/9778/crg_
humanrightsbaselineassessmentuganda_report_en.pdf?u=637278311800000000
2
Within the context of the HIV programme in Uganda, these include men who have sex with men, sex
workers, transgender people, and people who use or inject drugs, among others.
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2. Methodology
The methodology for the situational assessment is explained below.

The Frontline AIDS/Linkages Safety and Security Toolkit: Strengthening the
Implementation of HIV Programs for and with Key Populations guided the design
and implementation of the assessment3.
In the toolkit, the term ‘security’
encompasses protections against known risks and specific acts, such as acts of
violence or intimidation, robberies or other direct threats. ‘Safety’ involves measures
taken to protect against lesser-known risks, unintentional acts or unexpected
occurrences. Both concepts are intertwined, however, and effective protection and
risk mitigation must address both. Safety and security considerations must also be
comprehensive and include risks to organisations, individuals, and workplaces. In
this assessment:

‘Organisations’

refers to groups of
people who are
working together
for a common
cause.

‘Individuals’ refers

to staff, volunteers
and service users, for
whom an organisation
has a duty of care to
protect their safety
and security.

‘Workplace’ refers to
the physical location
where work takes place,
including an office, an
outreach site, or a dropin centre.

Safety and security considerations must also encompass the wider environment,
including the legal or regulatory environment, the institutional environment (police
and security forces, for example), the social environment (attitudes and practices
towards sexual minority groups), and the physical environment (the neighbourhood
or community that surrounds a workplace, programme or service delivery site).
As a way to organise safety and security responses, the toolkit identifies three
categories of possible actions or interventions: planning and prevention, immediate
or crisis response, and longer-term strategies to create more secure environments.
Examples of these are shown in Table 1, below.
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2.1 Conceptual Framework

3
Available: https://frontlineaids.org/resources/safety-and-security-toolkit-strengthening-the-implementationof-hiv-programs-for-and-with-key-populations/
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Table 1: Three categories of safety and security strategies and responses
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Planning and
prevention

Developing safety and security policies, plans and
protocols; undertaking risk assessments; providing training
for staff on workplace safety and security management.

Immediate
or crisis
response

Developing safety and security policies, plans and
protocols; undertaking risk assessments; providing training
for staff on workplace safety and security management.

Longer-term
preparedness
strategies and
responses

Developing safety and security policies, plans and
protocols; undertaking risk assessments; providing training
for staff on workplace safety and security management.

In designing and conducting the assessment, the assessment team adopted these concepts
and definitions.

2.2 Assessment Tool

To assess the relevance if the checklists, the assessment team engaged representatives from
lead stakeholders (MOH, Global Fund, HRAPF, UGANET, UKPC, and UNAIDS) to review the main
areas of focus and to determine whether all checklists should be used. A consensus was
reached that the assessment should be comprehensive and use all items as a way of identifying
what currently exists or is practised in terms of safety and security measures, and as a way of
identifying key areas of risk that should be addressed and resolved. Subsequently, the checklists
were prepared as data collection tools (see Annex A) to be completed during sites visits, group
discussions and interviews, as explained below.

2.3 Selection of Respondents

Organisations to be included in the assessment were selected through consultation with MOH,
Global Fund, UKPC, and UGANET. Considerations included a focus on organisations implementing
health programs serving key and vulnerable populations. A total of 20 organisations were
included in the assessment, 12 within Kampala and 8 in other locations in the country. While it
was initially planned that all would receive site visits, travel restrictions linked to the country’s
COVID-19 response limited this component to the Kampala-based participants. For those
outside of Kampala, the assessment took place remotely. Tables 2 and 3 list the participating
organisations.

Table 2: Organisations Included in the Assessment from Kampala
Organisation

Constituency

Scope

ASSESSMENT OF SAFETY AND SECURITY ARRANGEMENTS FOR HIV PROGRAMMES FOR KEY POPULATIONS IN UGANDA

This toolkit provides practical checklists to help programme implementers systematically explore
and make plans to respond to the safety and security needs of their organisations, the individuals
who work for these organisations, and in the physical locations where they operate. It was
developed with key-population-led community groups in mind (including representatives from
Uganda), as well as other service providers, such as those at key-population-friendly clinics and
those who are human rights defenders.
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Table 2: Organisations Included in the Assessment from outside Kampala
Organisation
Teens Link Uganda

Eastern Region Women’s Empowerment
Organization (ERWEO)
West Nile Rainbow Initiative (WERAIN)
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Access Action Group

18

Harm Reduction and Reproductive Health
Initiative
Health and Rights Initiative

Thematic Area Scope
PWUIDs,
Direct service
LGBTQ+
Teens
LBQ Women
Direct service

Location
Wakiso

LGBTQ+

Direct service

Arua

PWUIDs,
Sex Workers,
LGBTQ+
PWUID

Direct service

Lugazi

LBQ Women

Direct service

Mbale

Direct service
Lira

Blessed Rwenzori Uganda

Trans Men and Direct service
Trans Women

Kasese

Youth in Harm Reduction

PWUID

Mbarara

Direct service

Almost all organisations provide direct services, outreach services, drop-in centres, or
emergency shelters, for example; four conduct routine activities in different parts of the
country; and one is a network organisation which undertakes advocacy and coordination
functions.

2.4 Data Collection and Analysis

Data for the assessment was collected through i) site visits to offices, which included
direct observation of safety and security arrangements, according to the checklist, as
well as an assessment of the surrounding physical environment; ii) document collection
and review; iii) small group discussions with staff members, volunteers and a limited
number of service users; and iv) individual interviews. To prepare for the site visits,
organisations were sent a list of requested documents and other data sources. Survey
tools were completed during the site visits through a participatory process. Responses
were subsequently uploaded to a password-protected Survey Monkey file for analysis.
Data analysis involved both quantitative and qualitative techniques. For this latter
component, thematic analysis was used to identify and categorise safety and security
related gaps as well as any best practices that were observed.

3. Findings
The assessment findings are set out below. The section begins with a brief overview
of the important features of the programme context for key-population-focussed
interventions in Uganda at the time the assessment was undertaken.

The programme environment for the provision of HIV and TB services for key and
vulnerable populations in Uganda is continuously evolving with both positive
and negative dimensions. Under the framework of successive National HIV and
TB Strategic Plans, for example, programmes for key and vulnerable populations
have been prioritised, with the MOH endorsing numerous community-level efforts
country-wide. This includes a growing range of HIV, other sexual health, and harm
reduction interventions offered in communities, key-populations-focussed health
services located within public health facilities, or as part of key-populationsled organisations, drop-in centres, emergency shelters, and paralegal services,
among others. Working alongside these constituencies are a range of legal service
providers and other partners that play a critical role to provide protection and
support when needed. At the time of the assessment, a significant amount of this
work was supported through the Global Fund and PEPFAR, including through the
Global Fund’s Breaking Barriers Initiative and PEFPAR’s Key Populations Investment
Fund.

3.2 Current Efforts to Address and Prevent Safety and
Security Risks

Within their operating environment, organisations are cognizant of the need to have
in place at least minimal measures to protect their staff, volunteers and programme
beneficiaries. A sector-wide mechanism, the Security Working Group, exists to
address safety and security crises and to coordination and monitor response
mechanisms for key populations. Donors and technical partners, including UNAIDS
and the Global Fund, have also provided support in different forms, including
financial and technical support, and through diplomatic and advocacy channels.
International organisations and agencies have also contributed. However, as the
further findings of the situational assessment detail, critical gaps remain in safety
and security arrangements from the local to the national levels, largely as a result
of under-investment both in safety and security mechanisms themselves, and in
programmes and organisations for key populations to the extent that safety and
security needs are not adequately prioritised. Consequently, many organisations
remain in reactive mode, responding to and recovering from safety and security
incidents, with limited technical or operational capacity to prevent or avoid such
occurrences.
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3.1 Programme Environment
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3.3 Results from Checklists, Site Visits, Group
Discusions and Interviews
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This section presents the results of the different data collection activities,
including highlights from the administration of the checklists. The results
are organised according to the categories of organisations, individuals
and workplaces. Under each of these, safety and security findings are
discussed in terms of prevention and planning, immediate or emergency
response, and longer-term preparedness and capacity development.
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Organisation A, located in Kampala, is a
service-delivery organisation whose members
are sometimes harassed in their respective
communities, rejected by families, and evicted from
their homes. As a result, the organisation provides
temporary shelter to individuals in a building next
to their offices. In some cases, new residents are
admitted with severe medical issues, including an
urgent need for ART, for which the organisation
must look to other partners to provide. The
organisation has no mechanism for ensuring that
new residents are registered with and are known
to the local authorities (although this is not a legal
requirement). However, this may expose residents
to the risk of being misperceived as thieves or
delinquents who might cause harm to the local
community. Furthermore, the organisation does
not have in place clear admission procedures,
specified time limits for residency, or a code of
conduct guiding what residents may or may not do
while
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3.3.1 Organisations
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In the category of organisations, the checklist identifies twenty good security
management practices. These address internal-facing items, such as policies,
procedures and practices for prevention, planning and emergency response. They
also address external-facing items, such as relationships with key stakeholders
(police, local authorities) for protection and support, urgent access to health or legal
services, and communications management. Results for eight of the more essential
checklist items are shown in Table 3, below.
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Table 3: Checklist results for security and safety practices related to
organisations
Yes

No

Security policy and operational plan

2

17

1.5

Budget to support security policy/operational plan

2

17

1.6

Recent security needs assessment

1

18

2.0

Immediate Response

2.1

Clear referral pathways for urgent health services for physical/

17

2

2.3

mental injuries or traumas

2

17

2.4

A budget to address urgent safety and security incidents

7

12

3.0

Documented emergency response plan

3.1

Longer-term preparedness

3.2

Relationship with law firm or organisation

19

0

Relationship with security and safety stakeholders (local police,
government officials, etc.)

19

0

Ref

Good Practices

1.0

Prevention and Planning

1.4

Organisation B, located
in
Kampala,
provides
temporary shelter on their
premises, although this
capacity is very limited
and given on a short-term
basis only. There is a clearly
defined procedure for case
assessment and admission.
All residents are required
to sign a code of conduct
describing the rules and
regulations of the shelter,
as well as the duties and
responsibilities of residents.
The organisation informs
local authorities of any
new resident and provides
a copy of their national
identification card.
The
organisation has programs
for supporting linkages and
referrals for any resident
in need of health services.
However, the organisation
has recorded instances
where residents violated
the code of conduct but had
difficulty expelling them
given the absence of other
accommodation for these
individuals
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With regard to prevention and planning,
most participants indicated, in their
interviews, that they discussed securityrelated items on a routine basis and had at
least some mechanism by which staff could
report safety and security concerns. About
half also reported that they had identified
a security focal point (often the Executive
Director or individual in a similar position)
and a similar number (all in Kampala) had
established communications channels for
reporting safety and security concerns to a
broader national, regional or international
audience for advocacy and influencing
purposes.
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However, there were several significant gaps:
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Only 2 of 19 respondents had
developed generic security plans
and supporting policies. The rest
of the respondents, including all
from outside Kampala, had no
structured framework to guide
their efforts to improve the
protection of their organisations.

Respondents mostly lacked the
necessary internal structures
to put in place and maintain a
proactive security management
culture. These included policy
frameworks outlining staffrelated roles and responsibilities,
and a clear decision-making
and management framework for
addressing safety and security
priorities or concerns.

Most respondents indicated that
they had insufficient capacity to
conduct a comprehensive risk
assessment for their organisation
and its programmes.

Only 2 of 19 respondents, all
from Kampala, had a specific
budget to address safety and
security needs. Generally,
respondents reported that
funders prioritise programme
activities as opposed to security
and safety needs preventing
them from allocating any
resources to these areas.

Only 7 of 19 respondents
had a documented
emergency response plan.
For others, including all
respondents from outside
Kampala, their response
to past incidents had been
mostly ad-hoc and not led
to significant changes or
improvements in security
management arrangements.

Few respondents maintained
security incident registers or
routinely evaluated them.

Almost all respondents
reported an absence of
a budget dedicated to
immediate responses to
security incidents. One of
the respondents that had
such support indicated that
is was tied to a specific
project and not available
for general use. The other
organisation reported
having a field security
budget of less than US$50
per activity.

Organisation C, located outside
of Kampala, provides services
to PWUIDs.
Its clients are
regularly threatened, leading
sometimes to eviction or being
chased from the community.
Upon being contacted about
an incident, the organisation
engages local authorities to
try to negotiate an amicable
resolution to allow the PWUID
to stay in his or her community.
If this does not succeed, the
client is temporarily relocated
to the organisation’s office as it
reaches out to find temporary
shelter or new accommodation.
The organisation reports that,
unfortunately, such incidents are
common despite their efforts to
reduce stigma and discrimination
against PWUIDs. However, there
are no standardised operating
procedures for temporarily
accommodating
clients
or
for the provision of shelter
facilities.
While no shelterrelated incidents have been
reported, the organisation is
aware of risks from their local
community should it become
known that someone is staying
on the premises. Staff feel
they lack both technical and
financial resources to develop
and implement better security
measures for the support they
provide.
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With regard to immediate or
emergency response capabilities, all
respondents indicated that they had
clear referral pathways for urgent
health or legal assistance. However,
aside from this one item, significant
gaps were evident, including:
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Finally, many respondents noted the absence of specific
training on their roles and responsibilities in the event
of a security incident.
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With regard to longer-term preparedness, all respondents had a working relationship
with a lawyer or legal services provider; in most cases this was HRAPF. Some
respondents from outside Kampala expressed concerns about this arrangement,
particularly regarding delays in receiving support for urgent concerns. All organisations
stated that they had some relationship with security stakeholders, mostly local police
or government authorities. However, they were not always effective or reliable. As a
result, some respondents described challenges and risks, including incidents where the
local police deliberately targeted their activities, often citing misunderstandings about
the nature of the activities or simply of not being informed in advance. Organisational
respondents raised additional challenges in this regard, particularly where police or
local authorities were disinterested or unwilling to learn about their programmes or
activities. The also mentioned the problem of constant turn-over with local police,
meaning that past progress was lost and sensitisation and relationship-building
needed to begin again when new staff arrived.
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3.3.2 Individuals
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In the category of individuals, the checklist identifies ten good security management
practices related to personal safety both within the workplace and as part of
external work environments. Results for the seven more essential items are shown
in Table 4, below.
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Table 4: Checklist results for security and safety practices related to
individuals
Ref

Good Practices

1.0

Prevention and Planning
Safe-routes planning for access to the workplace and outreach
activities.
Communication systems for routine and urgent needs.
Procedures for knowing locations of field-workers.
Safety and security guidelines for different types of workers
(office staff, outreach workers)
Non-controversial messaging for use with external stakeholders
(police, etc.)

1.1
1.2
1.3
1.5
1.7
2.0
2.1
2.2

Immediate Response
Emergency contacts who can provide urgent support at the
local level
Safe have ns’ planning for urgent protection (for outreach
workers, for example)

Yes

No

13

6

19

0

19

0

8

11

12

7

9

10

0

19

Of the checklist items, at least half or more of respondents had five of the seven
practices in place to some degree. All groups were aware of the need to have
safe routes for access to the workplace, as well as for programme activities; to
have communications systems in place; and to have procedures or mechanisms for
knowing were workers were, both within the workplace and in the field. Organisations
both within and outside Kampala reported extensive use of WhatsApp for sharing
information among staff, peer leaders and local community groups. Where there
was limited access to smartphones, respondents said they gave monthly airtime
credits to peer educators to be able to network and be aware of community trends,
including emerging risks, or specific safety and security incidents.

The
beneficiaries
of
Organisation D are mostly
involved in sex work.
To
support their sexual health,
the organisation provides
regular supplies of condoms
and lubricants. To do this, it
uses peer leaders in different
parts of the country to carry
out door-to-door distribution
of these products. However,
the organisation is concerned
about the security of the
supply chain and reports that
the model exposes the peer
leaders to higher risk in the
event they are arrested. The
peer leaders also lack safer
means of transportation – they
use public transport to move
from one delivery point to
another. The organisation does
not have sufficient funding
to find alternative, more
secure means to undertake its
outreach activities.
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Many organisations had established
formal or informal relationships with
local authorities, including police
officers, health officers, or members
of district committees. As a result
of these relationships, respondents
stated that when individuals were
detained, for example, or otherwise
threatened, police or other officials
would contact them to ‘come and
get their member’ and to let the
issue drop. In some cases, the
local police assigned an officer to
protect the service delivery site or
event, although at the cost of the
organisation requesting the support.
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While most organisations had at least one
paralegal in charge of responding to security
emergencies, significant delays were sometimes
encountered, especially in cases where legal
services were required. As a result, particularly
for organisations outside Kampala, some
community members ended up being detained
for reasons that would have been quickly
addressed had a local legal aid service provider
been available.

Most respondents indicated
that they used peer
leaders and local contacts
as the primary source for
recommending venues
for the implementation
of field activities. None
reported conducting
more comprehensive
risk assessments before
implementing such activities.
More than three-quarters of
respondents had not received
security management
training tailored to their
context. In a few instances,
some staff members
reported having participated
in security management
training organised by outside
partners but had struggled
to apply their learning to
the specific needs of their
organisation.
Almost half of the
respondents lacked safety
and security guidelines
for the different types of
workers that addressed their
specific needs (outreach
workers versus office
workers, for example).

Finally, almost no respondents provided
training for personal safety and security
or had established ‘safe havens’,
particularly for those that operate
outreach programmes. Only 2 out of the 19
organisations reported having organised
internal security management training
where staff participated in understanding
the context within which their organisation
operates and explored possible risks likely to
be encountered during the implementation
of activities.

Organisation E, located
outside
Kampala,
has
established
a
working
relationship with local
councils and the police
leadership in the areas
where it operates. Where
accusations against key
populations in an area are
reported to authorities, the
latter mostly informs the
organisation which then
works to resolve the situation
as amicably as possible.
Where these efforts fail,
and an individual becomes
of accused of wrong doing,
the organisation registers
a case with the local police,
placing the burden of
proof on those making the
accusations. However, the
respondent noted that this
approach is used sparingly
and only as a last resort.
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Despite these good practices, most
organisations lacked necessary additional
tools and practices for individual protection:
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3.3.3 Workplaces

In the category of workplaces, the checklist identifies 18 good security management
practices. These address arrangements for the physical security of workers, volunteers or
service users, for example, as well as practices for security of information, including digital
security. The results for eight of the more essential checklist items are shown in Table 5,
below.
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Table5: Scores of security and safety practices related to workplaces
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Ref

Good Practices

Yes

No

1.0
1.1
1.2
1.3
1.4
1.6
1.7
1.10

Prevention and Planning
Workplaces admission procedures
Physical information protection (locked cabinets, for example)
Code of conduct
Workplace security needs assessment
Physical security plan
Digital security plan (back-up, encryption, hacking prevention)
Risk assessment for communication materials (what to display in
public areas, for example)

8
8
7
7
5
4
0

3*
3*
12
12
14
15
19

2.0
2.2

Immediate response
Security incident response guideline

3

16

*Results from Kampala only.

Workplace protection measures were uneven
across respondents. Generally, organisations in
Kampala had more protections in place, including
workplace admission procedures and some
measure of physical protection of files, other
sensitive materials, and of the premises in general.
Organisations outside of Kampala mostly lacked
these things.

All
organisations
that
were
providing services were collecting
client intake data. However, none
had a clearly defined framework
for ensuring the protection of this
information. In some organisations,
client files were stored in nonsecure cabinets. In others, staff
carried electronic files with them
to their homes or other locations
to avoid leaving such information
unattended in offices.

Few respondents had procedures
for other aspects of digital security,
including file/data encryption, or
proactive procedures to identify
unauthorised access to information,
such as client records or attempts
to tamper with digital files.

Less than half of organisations
had undertaken a workplace risk
assessment and an even lower
number were able to produce a
physical security plan, meaning
how the workplace was to be
protected from physical threats
such as intruders.

Organisation
J,
which
operates outside of Kampala,
implements programmes for
young PWUIDs, sex workers,
and LGBTQ+ persons across
three districts. To improve the
safety of their outreach work,
the organisation undertook a
mapping exercise to identify
‘hotspots’ or places where
implementation
of
their
activities should be prioritised.
This enabled them to identify
the best hours for service
delivery, the approximate
number of individuals in need
of services, as well as local
contact people for each of the
locations. This allowed the
organisation to plan proactively
the nature of the services it
would deliver and the potential
risks involved.
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The more significant gaps included:
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Finally, no organisations had completed a risk assessment of the materials
they provide to clients or the public at-large. While such assessments may not
necessarily mean that materials should be changed, they could indicate how
potentially sensitive materials should be displayed or made available.
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The checklists and the broader Frontline
AIDS/LINKAGES framework suggest an
ideal situation for managing all potential
safety and security risks. The results
of administering the tool with the 20
organisations may give the impression
that these entities are unprepared or,
at worse, negligent with regards to
the significant, daily risks they face in
undertaking their important work. This
was not the intention of the assessment,
evidently. It is important to note that
essential programmes and services are
provided across Uganda at a degree
of scale and scope that continues to
expand. This is done by individuals
and teams, both paid and unpaid,
with a strong commitment to securing
and protecting the health and rights
of their members and beneficiaries in a
situation where, without these efforts,
little or no assistance or support would
be available. The risks they undertake,
often at a high personal cost, financially,
physically, mentally and emotionally, is
linked to this commitment. The Ugandan
context can be unpredictable, meaning
that even with the most comprehensive
systems or practices in place, significant
safety and security incidents could still
occur.
While recognising the courage and
strength of key population communities,
it is still relevant, and somewhat urgent,
to identify where there are critical gaps
in safety and security considerations
and how they should be addressed. The
findings point to four main areas.

Organisation I, based in
Kampala, operates 20 DICs
across Uganda, all housed
within government-supported
public health facilities. These
locations
provide
some
advantages in terms of safety
and
security
protection.
However, the organisation still
undertakes additional efforts
to protect its staff and its
clients. Agreements are made
with district level authorities
that include routine updates on
programme activities. Basic
security procedures are in
place, such as entry controls,
and staff are sensitised on
how to identify and manage
risks. This includes outreach
workers.
However, the
organisation does not have
a
comprehensive
policy
framework or procedures
manual,
something
it
identifies as a significant
risk considering the number
of facilities it operates. Its
most significant gap is digital
security, particularly since
client information and other
service data are all stored
on computers with limited
protections against security
breaches.
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4. Discussion
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4.1 Gaps in Security Planning
and Prevention
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i. Their perception of their own limited technical
capacity to translate a considerable amount
of practical experience into documented,
proactive policies and plans, including for
conducting comprehensive risk assessments
for current or planned activities. While many
respondents knew what they needed to put
in place, they felt that they did not have the
skills required to document this knowledge
in the form of a policy or standard operating
procedures, for example.
ii. Lack of incentives for developing security
plans and policies. Such incentives could
include having a security plan as pre-requisites
for submitting funding requests, or as a
condition of funding contracts, for example.

iii. Lack of financing for the implementation
of security plans and policies, limiting an
organisation’s motivation to develop them in
the first place.

These gaps led respondents to engage in
ad-hoc strategies for responding to their
security needs. And while this generated a
considerable amount of practical experience,
it did not result in the establishment of
forward-looking institutional mechanisms
for preventing security incidents. Only two
organisations reported having a security
plan, which was, in both cases, last updated
in 2018. However, no funding was secured to
implement the envisaged activities in either
case. Accordingly, it was these factors that
led to an attitude of looking at security as an
elective area, not something that required a
routine and rigorous investment of time and
resources.

Organisation K conducts
routine outreach activities
in
different
locations
across
Uganda
using
local outreach teams.
During these activities,
beneficiaries are required
to register their names
and phone numbers on
a registration log. The
information
is
then
collected by field officers
and presented to the
main office for storage.
The data is collected
by a project officer and
stored in a cabinet with
unreliable physical locks.
The individual has no prior
experience in information
management nor in digital
security.
Furthermore,
the organisation uses
several publications for its
work, some with content
considered high risk in
the Ugandan context of
criminalisation. However,
no assessment has been
conducted in relation to
this information and the
possible risks associated
with it, particularly for
outreach workers who
distribute these materials
as part of their roles in
communities.
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Many of the security challenges identified
through the checklists, interviews and
discussions arose as a result of gaps in
processes related to planning and prevention
(and financing, which is addressed
in 4.2 below).
Respondents lacked
frameworks and mechanisms for gaining
a better understanding of their operating
environments, including through a thorough
analy sis of the various factors that could
or did create significant security risks. They
attributed this situation to three main causes:
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4.2 Limited or No Financing for Safety and Security
Priorities
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All respondents highlighted the scarcity or absence of readily available funds to support
initiatives to enhance the security and safety for their organisations; their staff, volunteers,
or service users; or their workplaces. Accordingly, most of the existing safety and security
support is reactive and focuses on responding to incidents as they have occurred.
However, the majority of these incidents mostly result from inadequate security planning
and management, or limited security management capacity among individual staff,
among other causes. Respondents highlighted the following scenarios arising from this
situation:
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i. Organisations are demotivated to embark on developing and strengthening internal
security systems.
ii. Available emergency response funds are awarded on what are perceived to be an ‘ad
hoc’ basis without comprehensive criteria for addressing the range of needs that arise.
iii. Organisations strongly focus on implementing project activities without hardwiring
security considerations into their day-to-day operations.
Respondents highlighted various areas where dedicated funding could significantly
enhance organisational security management cultures, including a) the development of
security plans and policies specific to the context of the organisation; b) building the
capacity of staff to assess and manage risk during the implementation of their work; c)
strengthening physical barriers at the various office premises; d) supporting responses
to urgent security and safety issues that arise in the implementation of health programs,
among others, both in their project areas but also at the national level. Respondents
noted how a security incident in one part of the country has ‘ripple effects’ elsewhere.

Whereas all respondents highlighted the need to identify safe locations for
the implementation of programmes, and to use ‘local knowledge’ from peer
educators, among others, to do this, very few had developed a documented,
organisation-specific rapid emergency response system to prevent or swiftly
address incidents, either in workplaces or in fieldwork locations. This resulted
in many organisations reacting to the best of their ability to incidents or having
to rely on the emergency response structures of other organisations. This gap
is linked to the overall weakness in routine policy and practice regarding safety
and security measures, including the absence of sufficient financial resources
for this level of preparedness. There is one sector-wide mechanism, the SWG,
that works to address this gap through links to member organisations that
support emergency responses. However, the SWG must maintain processes
and procedures which, for some, means that organisations, or their members
or outreach workers, may not receive urgent, timely support. There is as yet no
comprehensive approach that, on the one hand, mandates that organisations
have in place local-level emergency response plans, and, on the other, supports
a sector-wide process that has the technical and operational capacity to
quickly address in a coordinated manner the types of safety and security needs
that arise in the provision of HIV and other health-related interventions.

4.4 Absence of Routine Risk Assessments and
Proactive Risk Management for Programmes

Many respondents described implementing health-related field activities,
including condom and lubricant distribution, mobile outreach services, or
convening peer support groups. All of these bring risks in Uganda; however,
despite being aware of these risks, and even having experienced the
consequences, many organisations implementing these types of activities did
not have in place policies or practices for routinely assessing and mitigating
such risks. Comprehensive risk assessments and risk mitigation plans were not
required components of funding agreements at project start-up, for example,
even for projects such as emergency shelters which continue to raise significant
safety and security concerns in the communities where they are set up. Nor
were there any minimum requirements for annual review, for example, of risks
assessments and risk mitigation plans. As already noted, respondents highlighted
a perceived lack of technical capacity to undertake such assessments and the
absence of sufficient operational resources to implement and maintain risk
mitigation measures.
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4.3 Fragmented or Ad-hoc Emergency Response
Systems
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5. Recommendations
The findings of the assessment suggest the following recommendations for
addressing critical safety and security gaps for key population programmes.
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Immediate
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Immediate to mid-term

Mid-term

Mid to long-term

5.1 Improving Planning and Prevention
Ref

Recommendation

Priority

Responsibility

5.1.1

As an interim measure, design and deliver safety and
security awareness workshops (one in Kampala, and
three outside of Kampala). COVID-19 preparedness
should also be an agenda item.

Immediate

MOH, UAC,
TASO, Global
Fund, UKPC,
UGANET, HRAPF,
UNAIDS

5.1.2

Linked to the workshop, design user-friendly
templates for undertaking rapid risk assessments,
developing interim security management plans,
and putting in place rapid response mechanisms/
protocols (the templates can be filled out at the
workshop).

Immediate

MOH, UAC,
TASO, Global
Fund, UKPC,
UGANET, HRAPF

5.1.3

Convene a national meeting of implementers
of temporary shelter programmes to undertake
a comprehensive risk assessment and to put in
place appropriate security management policies
and procedures. Provide technical support where
required to ensure that this work is completed within
three months. Where implementers are unable
to make appropriate changes, they should be
encouraged to suspend operations until gaps are
addressed.

Immediate

TASO, Global
Fund, MOH, UAC,
ODPP, UKPC,
UGANET, HRAPF

5.1.4

Mobilise short term technical support to assist
organisations in addressing critical security gaps
(completion of comprehensive risk assessments,
security plans, SOPs, establishing rapid response
mechanisms, resource mobilisation, purchase and
installation of equipment).

5.1.5

Design and roll-out a safety and security tool kit
containing user-friendly guidance documents,
assessment tools and adaptable templates to
encourage and support organisations to put in
place and maintain comprehensive safety and
security programmes. Provide incentives (onceoff funding awards, for example) for organisations
to use the toolkit and to address their safety and
security challenges.

Immediate

I m m e d i a te
to mid-term

Global Fund,
PEPFAR, UNAIDS,
Frontline
AIDS, other TA
providers.

UKPC, UGANET,
MOH, UAC,
HRAPF, others to
mobilise funds.

Undertake advocacy interventions with funders to
include safety and security prevention requirements
as essential, non-negotiable components of
programme budgets and funding agreements.

I m m e d i a te
to mid-term

UKPC, UGANET,
MOH, HRAPF,
UNAIDS, others.

5.1.7

Work with funders to include requirements for risk
assessments and risk mitigation plans for all funded
programmes. Where needed, funders may assist
applicants to source technical support to meet
such requirements.

Mid-term

UKPC, UGANET,
MOH, HRAPF,
UNAIDS, others.

5.2 Improving Immediate or Emergency Response
Ref

Recommendation

Priority

Responsibility

5.2.1

Require that all organisations providing key
populations focussed health programmes put in
place local, organisation-specific rapid response
mechanisms to the best of their abilities. Provide
generic protocols or primers to assist organisations
where needed (linked to 5.1.I, 5.1.2, and 5.1.4 above).

Immediate

MOH, TASO,
Global Fund,
UKPC, UGANET,
HRAPF

5.2.2

Put in place a sector-wide contingency fund (or
revise the criteria for the existing fund) to support
rapid responses to security incidents involving
health programmes.

Immediate

Global Fund,
PEPFAR, UNAIDS,
UKPC, UGANET,
HRAPF

5.2.3

Expand the number of legal aid service providers
at district level outside of Kampala, prioritising
districts where there are significant concentrations
of implementers and/or a growing frequency of
security incidents.

I m m e d i a te
to mid-term

Global Fund,
UGANET, HRAPF

5.2.4

Support organisations to plan for and maintain
their own contingency funds for responding to local
security incidents.

I m m e d i a te
to mid-term

Global Fund,
PEPFAR, UKPC,
UGANET, HRAPF

5.2.5

Provide additional technical and operational
resources for coordinating sector-wide rapid
response mechanisms.

I m m e d i a te
to mid-term

Global Fund,
PEPFAR, other
funders
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5.1.6
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5.3 Improving Longer-Term Preparedness
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Ref
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Recommendation

Priority

Responsibility

5.3.1

Work with funders to include requirements for risk
assessments and risk mitigation plans for all funded
programmes. Where needed, funders may assist
applicants to source technical support to meet
such requirements.

Mid-term

UKPC, UGANET,
MOH, UAC,
HRAPF, UNAIDS,
others.

5.3.2

Provide technical support for design, resource
mobilisation, installation and maintenance of
physical security measures, including gates, CCTV,
security alarms, armed response services, etc.

I m m e d i a te
to mid-term

Global Fund,
PEPFAR, other
funders.

5.3.3

Work with funders and partners to create a
short-term safety and security investment fund
to accelerate the implementation of safety and
security strengthening interventions.

Mid-term

Global Fund,
PEPFAR,
Aidsfonds
(PITCH), other
funders.

5.3.4

Scale-up and sustain high-level advocacy and
dialogues for greater protection and support of key
population health programmes.

Mid to longterm

Global Fund,
PEPFAR, UKPC,
MOH, UAC,
ODPP, UGANET,
HRAPF, UNAIDS

5.3.5

Scale-up
and
sustain
advocacy
and
communications activities documenting and
drawing attention to safety and security risks and
concerns at national, regional and global levels.

Mid to longterm

UKPC, UGANET,
HRAPF, UNAIDS

Annex A: Checklists and
Results (Kampala Respondents)
The results shown below are for Kampala respondents only. An abbreviated checklist was used for
respondents outside Kampala as data collection involved telephone interviews only. Due to COVID-19
restrictions, no site visits were feasible.

1. CHECKLIST FOR ORGANISATIONS
Type of response to
safety and security
challenges

Do we have the
following in place?

Yes

No

Prevention and
Planning

Results from a mapping exercise and/or needs
assessment that inform our planning for safety and
security?

1

10

Prevention and
Planning

An organisational safety and security policy?

2

11

Prevention and
Planning

An anonymous reporting system to cover fraud, abuse,
and violence in the workplace?

8

3

Prevention and
Planning

A policy to protect whistle-blowers? This means a policy
in place that assures the protection of all workers so
that they can report cases where ethical standards
have been disregarded, or safety and security breaches
have been witnessed in the workplace, without fear of
retaliation.

7

4

Prevention and
Planning
Immediate
response
Longer-term
response

An understanding of our organisational safety and
security policy among all relevant workers (e.g., in terms
of what it is, what it covers, and how it can be used)?

1

10

Immediate
response

An emergency response plan outlining the actions to
be taken in the case of an urgent safety and security
incident (e.g., a telephone tree, a safe meeting place
identified)?

1

10

Immediate
response

An emergency response plan outlining the actions to
be taken in the case of an urgent safety and security
incident (e.g., a telephone tree, a safe meeting place
identified)?

6

5

Prevention and
Planning

A clear decision-making process for different types
of safety and security issues and situations (e.g., with
attention to who is consulted and who makes final
decisions)?

6

5

1. CHECKLIST FOR ORGANISATIONS
Prevention and
Planning
Immediate response
Longer-term response

An organisational safety and security focal point
person (e.g., someone who is the coordinator of the
organisational response, who has been trained in
safety and security, and who updates colleagues on
policies)?

6

5

Prevention and
Planning

A standing agenda item for organisational meetings
that enables safety and security updates and
discussions?

8

3

Prevention and
Planning

A budget for ongoing work on safety and security
(i.e., to roll out the organisational safety and security
policy, such as through training workers or increasing
office security)?

2

9

Immediate response

A budget to address urgent safety and security
incidents (i.e., to implement the emergency response
plan, such as through covering emergency medical
costs and providing a safe house)?

2

9

Prevention and
Planning

An understanding among relevant workers of how
to access the budgets (e.g., in terms of who has
authorisation)?

1

10

Longer-term response

A working relationship with a lawyer or law firm
that, as required, can provide legal help to our
organisation in relation to safety and security?

11

0

Longer term response

A working relationship with key external stakeholders
(e.g., the police and community leaders) who can
support our organisation in relation to safety and
security?

11

0

Prevention and
planning

Integration of safety and security issues into our
organisation’s human resources policies (e.g., on
health insurance) and processes (e.g., for orientation
of new workers)?

0

11

Immediate response

Systems for workers to document the details of safety
and security incidents that occur (e.g., through log
books and a database)?

3

8

Immediate response

Clear referral pathways for health services (e.g., for
injuries, for psychosocial counselling/support, for any
other medical needs) after a safety or security breach
has occurred?

11

0

Prevention and
planning

A designated spokesperson prepared to speak to the
media who is known by other workers who can refer
to him/her?

11

0

Longer-term response

A clear pathway for communicating with regional
and international stakeholders to keep them informed
about safety and security challenges and request
their support if/when desired?

5

6

2. CHECKLIST FOR ORGANISATIONS
Type of response to
safety and security
challenges

Do we have the following in place?

Yes

No

Prevention and
planning

Guidelines for specific types of workers – such as
outreach workers and peer educators – outlining their
roles and responsibilities and sources of support in
relation to safety and security?

6

5

Prevention and
Planning

Training for workers (e.g., covering first aid and
nonaggressive communication) to support them
to prepare for and respond to safety and security
challenges?

2

9

Prevention and
Planning
Immediate
Response
Longer term
response

A range of support for workers (e.g., counselling,
workers’ meetings) to enable them to share their
experiences, concerns, and ideas about safety and
security?

6

5

Prevention and
planning

A consistent and non-controversial message for
all workers to use to explain their work (e.g., to the
police or community leaders)?

6

5

Prevention and
planning

A system to ensure that there are safe routes for all
workers to the office and outreach activities?

11

0

Prevention and
planning

Communication systems for workers to keep in touch
on an ongoing basis (e.g., through a WhatsApp
group) and in an emergency (e.g., through a phone
tree)?

11

0

Prevention and
planning

Protocols for managers to track workers (e.g.,
addressing how regularly to check in and confirm
return from an activity)?

11

0

Immediate
response

Up-to-date lists of friendly contacts (e.g., among the
police, public health professionals, and community
leaders) who can provide support in an emergency?

5

6

Immediate
response
Longer term
response

Safe havens identified (e.g., in communities where
outreach occurs) where workers can go in case of
threat?

0

11

Prevention and
planning

Information materials (e.g., ID cards and “know your
rights” cards) to support workers?

8

3

3. CHECKLIST FOR WORK PLACES
Type of response to
safety and security
challenges

Do we have the following in place?

Yes

No

Prevention and
planning

Results from a mapping exercise or needs assessment
that identified security and safety vulnerabilities at
our workplaces?

2

9

Prevention and
Planning

system to assess, plan, and implement appropriate
physical security for our work place (e.g., security
guard, alarms, cameras)? If using cameras, hidden
or visible, be sure to consider confidentiality and
authorisation to access footage.

5

6

Prevention and
Planning

A clear admission procedure to monitor workers,
volunteers, and visitors entering and leaving our
workplace?

8

3

Prevention and
planning

A process to verify identity that is respectful of
gender identity, that can enable self-disclosure, and
can honour gender identity during a visit?

4

7

Prevention and
planning

A system to record communication in the workplace,
such as a telephone/visitor log of people getting in
touch?

7

4

Immediate
response
Longer-term
response

A system to track disruptive behaviour and identify if
or when previously disruptive visitors return?

7

4

Prevention and
planning

Risks identified relating to communication materials
(e.g., posters and leaflets) displayed publicly and
awareness of any risks they might bring (e.g., in the
case of a police raid)?

0

11

Prevention and
Planning

A policy to help identify if or when unauthorised
access to files has taken place or if materials have
been tampered with (e.g., a clean desk policy)?

0

11

Prevention and
Planning

Measures to protect physical information in the work
place (e.g., locked filing cabinets, anonymous codes
for client files)?

8

3

Prevention and
planning

Measures to protect electronic data (e.g., back-up
system, encryption of files) and procedures in place
to prevent hacking?

4

7

Immediate response
Longer-term
response

Procedures in place to destroy files/data if required?

0

11

Immediate response

A procedure for first-line response to a safety or
security incident at the workplace and roles and
responsibilities clearly communicated with all workers
(e.g., who to contact and steps to be taken)?

3

8

Prevention and
planning

Clear exit and client flow signage at the workplace,
to guide the movement of visitors and to mark areas
that are restricted access for workers only?

2

9

Prevention and
Planning

Bathrooms that are safe and gender neutral, for
everyone to use?

11

0

Prevention and
Planning

Rules or a code of conduct in place about
appropriate behaviour for workers and visitors at the
workplace?

7

4

Prevention and
planning

Organisational registration information (if registered)
clearly visible (e.g., displayed on a wall, printed on
sign-in sheets)?

7

4

Prevention and
planning

A system to assess and plan the location of
workplaces to mitigate potential risk for workers?

7

4

Prevention and
planning

Guidelines or protocols for social media and internet
representation of the workplace (e.g., taking of
photos and tagging the location of the workplace
online by clients and workers)?

6

5

supported by

